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Six Myths About Business Continuity Management and 
Disaster Recovery 
Josh Krischer,  Donna Scott,  Roberta J. Witty 

There is no "one size fits all" when it comes to developing business continuity 
management strategies and plans. Using someone else's requirements, which might 
turn out to be based on limitations or regulations that your company doesn't have, could 
spell disaster of another type. 
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WHAT YOU NEED TO KNOW 

Business continuity management and disaster recovery planning is hard work because it means 
addressing every aspect of your business operations in the planning, development and testing 
phases of a recovery plan. Start out strongly — know what is required, and what is not, by 
conducting a business impact analysis. Apply an integrated business and IT approach for 
recovery plan development, management and testing. Reduce the maintenance of your business 
continuity plan by using modular scenarios for disaster and recovery. Assure the integrity of your 
data at your secondary site through proper planning and testing, and by keeping point-in-time 
copies. 

ANALYSIS 

There are no hard and fast rules about what the "best" recovery strategy should be for a 
company. The recovery strategy depends on a number of issues, including:  

• The maturity of the company's business continuity management (BCM) and disaster 
recovery (DR) programs  

• The number of mission-critical business processes and applications it has  

• The amount of investment the company is willing make  

• If the company is in an industry that is required to recover their services, such as 
financial services 

• The number of facilities the company has as part of its business model  

When developing BCM and DR plans, there is no "checklist" that can be applied to meet the 
needs of all companies. However, there are well-documented approaches and best practices. 
Gartner responds to some of the more common misconceptions about how a company should 
master its BCM or DR program. 

Myth: One recovery plan meets all scenario requirements. Many companies mistakenly 
think that there is one overall DR plan, regardless of the type of incident or crisis. 

Best Practice: Think of business continuity and recovery scenarios as "modules" that fit 
into a broader business continuity plan. When an incident or crisis occurs, it is mapped to the 
appropriate business continuity scenario(s), which then dictates the appropriate recovery plan 
modules to be invoked. Modules can be reused for various business continuity scenarios. For 
example, certain types of disaster will involve making contact with external authorities, while 
others will not. Some types of disaster will require the involvement of a company's PR 
department, while others will not. See Figure 1 for an example of recovery modules that might be 
invoked for the business continuity scenario in the event of a gas leak. Depending on the 
evaluation and assessment, all modules may be invoked, or just a few. 
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Figure 1. Business Continuity Scenario Invoking Multiple Recovery "Modules" 
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Source: Gartner Research (March 2005) 

Myth: Planning and testing with IT personnel only is enough. Many companies think the 
endgame for business continuity is to recover the technology infrastructure, such as network, 
telecommunications, applications and desktops. Therefore, they do a fine job in DR, but when 
and if the time comes to execute the DR plan and use the recovery site for production processing, 
it may not be possible for business to be conducted. Small, seemingly unimportant things need to 
be taken into consideration by both the business and IT. For example, the phone system at the 
recovery site may be different from that at the production site, or the customized desktop that a 
user relies on in production isn't available during a recovery situation.  

It's true to say that BCM had its origins in the IT department, but that doesn't mean it should stay 
there. All too often, the IT department decides to focus on those applications it can technically 
recover without first conferring with the business units about what the "right" applications may be. 
And worse, access to the application is tested only to the point of a successful logon; no one 
ensures that the correct data has been recovered — for example, that the correctly dated 
recovery tape was used or even that there was data on the tape. Only business personnel can 
test this recovery requirement successfully. However, businesses are often short sighted in 
saying to the IT department: "Technology is your job, you recover it." or "It's just a form of 
insurance, we'll never need it so I'm not going to invest much in it." Neither view is correct, and 
both could be seen as negligent. 

Best Practice: Adopt an integrated approach to business continuity planning and testing. 
Both IT and the business must be involved when developing, testing and executing plans. And it 
starts with a business impact analysis (BIA). 

Best Practice: Perform a business impact analysis when planning for business continuity. 
The BIA is the most critical step as it identifies what and how much the company has at risk, as 
well as which business processes are most critical, thereby prioritizing risk management and 
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recovery investment. The business continuity team, which has to include the business process 
owners, must translate the business requirements into an overall business continuity plan. Three 
of the most important deliverables from a BIA are: 

• Recovery time objective (RTO) — the length of time between when a disaster occurs 
and when the business process must be back in production mode. 

• Recovery point objective (RPO) — the point in the business process to which data 
must be covered after a disaster occurs; for example, the start of the business day, the 
last backup or the last transaction that was processed. 

• Cost of downtime — The business should calculate the potential losses incurred, both 
as the result of a disaster and in recreating lost data (see "Business to Consumer - Cost 
of Downtime Considerations").  

These considerations determine the technologies and methods used to support the DR plan. 

Myth: Longer distance means better disaster protection. There is no "hard and fast" rule 
about the minimum distance required between data centers. Rather, the distance is dictated by 
regulations, management's appetite for accepting risk and the location of corporate assets. For 
example, increasing the distance between data centers reduces the likelihood that the two 
centers will be affected by the same disaster. However, few disasters happen on a large scale, 
and putting too much distance between them increases the risk of broken links, line failures and 
the cost of transmitting data, and may make traveling to the recovery site more difficult for 
employees. These and other considerations make choosing a secondary site a complex process. 
And few companies can choose their secondary site freely. Instead, the choice often depends on 
the location of other owned or affiliated sites or service provider facilities.  

Best Practice: Conduct a risk impact analysis to determine the optimal distance 
requirements. There is no ideal distance between primary and disaster recovery data centers. 
Rather, the best location is the one that minimizes the risks at an acceptable cost and meets any 
required industry regulations. Considerations include mitigating risks from: common outages like 
power, water, network and telecommunications; geophysical disasters such as earthquakes or 
tornadoes; geopolitical situations like riots, terrorist attacks or strikes; and a lack of people and 
transportation. Distance limitations in technologies that may be chosen for short recovery time 
and point objectives also have to be taken into account.  

Best Practice: Invest in infrastructure to ensure availability of resources that are usually 
beyond your control. Increasing the distance between the primary and secondary sites will 
mean higher telecommunications costs and the deployment of appropriate techniques. It may 
also reduce performance and increase the chances of disruption. In most cases, regardless of the 
distance between the sites, each data center should have a separate main power supply 
(different providers or at least different transformers) and separate telecommunications paths. It 
would be even better if each data center had redundant power generators and an uninterruptible 
power supply (UPS). If both sites are to be connected by fiber-optic cables, redundancy should 
be provided by using two separate routes. 

Myth: The most important issue in remote copy design is to keep the data losses to a 
minimum (small RPO). Keeping data losses to a minimum is critical for some applications. But a 
more important issue is assuring data consistency and integrity at the recovery site. If the data is 
not consistent at the recovery site, a time-consuming backup is usually required, which may take 
days. Also, hunting down conflicting data and reconciling the status of key information can mean 
a much longer recovery time. Many companies mistakenly believe replication technology 
suppliers that say there will always be data consistency in a disaster.  



 

Publication Date: 16 March 2005/ID Number: G00126538 Page 5 of 6

© 2005 Gartner, Inc. and/or its Affiliates. All Rights Reserved.  

 

Best Practice: Ensure data consistency and integrity at the site to influence a speedy 
recovery. If the data is not consistent at the recovery site, a time-consuming diagnosis and 
reconciliation process may ensue or recovery from tape may be required. This could take days 
and put the business at risk. We recommend that companies fully understand how their chosen 
replication technology works, what its limitations are, and how it will react in various disaster 
scenarios, such as loss of network, physical site disaster, component failure and application 
failure. Only then can they put in place a strategy to assure data recovery with integrity, and still 
meet their RPOs.  

Companies should also ensure they have a plan to recover within an acceptable time frame, as 
data corruption is always a risk (even with proper planning) because of potential application logic 
errors or rolling hardware failures. Typical strategies include maintaining point-in-time copies of 
data on disk and replicating databases at the secondary site a few minutes or even hours behind 
those at the primary site. This will enable recovery prior to the point of corruption. Companies 
should test various types of scenario at least once a year to ensure that business applications 
have access to consistent data.  

Best Practice: Review storage vendors' data consistency techniques. Ensure that these 
techniques are deployed and tested as part of your data recovery plan. 

Myth: One copy of mirrored data at the recovery site is sufficient. If synchronous remote 
copy is suspended (as a result of link failure, for example) and then activated, the updates to the 
recovery site will be sent sequentially and not in the order in which they arrive to the primary 
system. The act of starting a resynchronization activity between the primary system and the 
remote system will temporarily compromise the consistency of the remote data until 
resynchronization is complete. If a disaster strikes in the meantime, it will result in lack of 
consistency and data integrity at the recovery site.  

Best Practice: Maintain storage-controller replication by keeping two copies at the 
recovery site — a main copy (target of the replication) and a point-in-time copy. The 
reasons are: 

• If the remote copy operation is suspended, a split between the target (secondary disk) 
and the point-in-time copy should be performed. If a disaster strikes during the 
resynchronization process, data on the secondary disk may not be consistent, but the 
point-in-time copy will contain the last consistent image. The local copy is reestablished 
after resynchronization is complete. 

• In a disaster it can happen that, during the recovery process, some data will become 
unusable. If the recovery is done from the local point-in-time copy, it will not damage the 
source data and a new local copy can be made at any time.  

• A DR infrastructure without testing is useless. Testing done with the local copy on the 
secondary site is less risky than with the "main" copy.  

Gartner recommends keeping a consistent, restartable image of the data volumes on the 
recovery side for both synchronous and asynchronous remote copy. For more information, see 
"Consider Data Consistency When Planning Disaster Recovery."  

Myth: The planned telecommunications bandwidth should exceed the peak data transfer 
requirements. 

Best Practice: Ensure that only the bandwidth in synchronous remote copy exceeds peak 
data transfer requirements. For asynchronous remote copy, the bandwidth for average activity 
is sufficient. 
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This research is part of a set of related research pieces. See "Use Good Business Continuity 
Management to Prepare for a Disaster" for an overview. 

REGIONAL HEADQUARTERS 

Corporate Headquarters 
56 Top Gallant Road 
Stamford, CT 06902-7700 
U.S.A. 
+1 203 964 0096 

European Headquarters 
Tamesis 
The Glanty 
Egham 
Surrey, TW20 9AW 
UNITED KINGDOM 
+44 1784 431611 

Asia/Pacific Headquarters 
Gartner Australasia Pty. Ltd. 
Level 9, 141 Walker Street 
North Sydney 
New South Wales 2060 
AUSTRALIA 
+61 2 9459 4600 

Japan Headquarters 
Gartner Japan Ltd. 
Aobadai Hills, 6F 
7-7, Aobadai, 4-chome 
Meguro-ku, Tokyo 153-0042 
JAPAN 
+81 3 3481 3670 

Latin America Headquarters 
Gartner do Brazil 
Av. das Nações Unidas, 12551 
9° andar—World Trade Center 
04578-903—São Paulo SP 
BRAZIL 
+55 11 3443 1509 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


